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 The state level webinar on Cyber 
Security was a collaborative 
activity between Muralidhar Girls’ 
College and PN Ds College. It 
was held on 13 Jan 2021 at 11 
am. 
16    participants from MGC 
attended the  webinar.
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Disclaimer 

This Presentation contains information that are available on 
internet and sourced from  Various sites. I am not the 
OWNER of this content and I have only collated all the 
information for creating an awareness among the 
participants and purely for educational purpose. 
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About PC Solutions 
T E C H N O L O G Y S O L U T I O N S F O R B U S I N E S S  C H A L L E N G E S T O  A D I V E R S E 
P O R T F O L I O  O F D O M E S T I C  A N D  G L O B A L C L I E N T S F O R 3 0 + Y E A R S . 

 

    

    



 

  
 
 

What we Intent to do ? 
C y b e r S e c u r i t y – A n A w a r e n e s s P r o g r a m m e 

 
 
 
 

Inquisitive 5 W’s and 1 H 
• What is Security ? 

• What is IT / Cyber Security 

• Difference IS vs CS 

• Why Cyber Security? 

• Examples of Breaching Techniques 

• Do’s and Don’ts 

• Q & A 
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WHAT IS SECURITY 
In General Terms 

 
 

▪ Freedom from Fear 
▪ Freedom from Danger 
▪ Ability to do what we intent to do 

 

WHERE IT ALL    
STARTED ? 
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MASLOW’s 
HIERARCHY 
OF NEEDS 
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What Is Cyber Security ? 
• Cyber Security is the process and techniques involved in protecting sensitive data, computer 

systems, networks and software applications from cyber attacks. The cyber attacks are 
general terminology which covers a large number of topics, but some of the popular are: 

• Tampering systems and data stored within 

• Exploitation of resources 

• Unauthorized access to the targeted system and accessing sensitive information 

• Disrupting normal functioning of the business and its processes 

• Using ransomware attacks to encrypt data and extort money from victims 

• The attacks are now becoming more innovative and sophisticated that is capable of 
disrupting the security and hacking the systems. So it’s very challenging for every business 
and security analyst to overcome this challenge and fight back with these attacks. 

• To understand the need for Cyber Security measures and its practices, let’s have a quick 
look at the types of threats and attacks. 
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Information Security vs. Cybersecurity 

 
• Information Security 

o Focus: Protection of information, regardless of format, including: 

o Paper documents 

o Digital and intellectual property 

o Verbal or visual communications 

 

• Cybersecurity 
o Focus: Protection of digital assets, including: 

o Network hardware 

o Software 

o Information processed and stored in isolated or networked systems 



 
 
 
 

WHY DO THEY DO IT ? 
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Ransomware is now a US$5 billion a year industry 

Email Payment Fraud has net attackers in excess of US$10 billion over the last two years. 

Almost one Billion Personal Records have been Stolen in multiple breach's as of 2018 

 

  
 

Protecting yourself and workplace 
STAYING SAFE ONLINE 

Digital technology provides boundless opportunities to deliver simpler and more convenient 

experiences to customers and stakeholders. It also presents new and evolving risks to manage. 

 
Some sobering statistics: 

 

 
 

Why do we care about cybersecurity? 

Cyber crime and payment fraud cost businesses an estimated $6 trillion in 2019 



 
 

 

Why is Cyber Security Awareness Important? 

Advanced technologies have changed the modern way of life. The internet provides 
us with many benefits. Be it communicating with friends, searching for information, 
doing banking transactions, availing online services, finding job, finding life partner 
or even running entire businesses. The internet touches almost all aspects of our 
lives. However, it also makes us vulnerable to a wide range of threats. 

 
New and powerful cyber-attacks are striking the internet regularly. A minor lapse in 
managing our digital lives can open the door to cyber criminals. Cyber criminals can 
steal our money or damage our reputation. 
According to a study by a leading industry research organization, 90% of all 
cyberattacks are caused by human negligence. Therefore, cyber security awareness 
is important for everyone today. 

 
We must be vigilant while making use of technology to reduce the risk of cyber 
threats. 



PC Solutions 
 

 

 

 

 

 
 

 

 



 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

"’*"‹ 
 

 

 

h 

 
 

 

 

 

( § 2$ u .b q o '¿ 

S
o

lu
ti

o
n

s 



 

Phishing Scams 
 

MiTM Attacks 
Ransomware and 
Malware Attacks 

Social Engineering 
Attacks 

 

IOT Hacking 
 

DDoS 

 

  
 

 

 

 

 

 

 

Top 6 Cyber Crimes Vectors of Attacking 
 
 
 

 



 

  
 
 
 

Types of Cybercrime 
 
 
 
 
 
 



 

  
 
 
 
 
 
 
 

 

IDENTITY 
THEFT 



IDENTITY THEFT 
Hacking or gaining access to Social Media Accounts 
The attacker hacks or gains access to the social media account of the victim. The 
attacker can then harm the victim by misusing their personal information and 
photographs. The attacker can also post offensive content on victim’s profile or defame 
the victim. 

 

Misuse of photocopies of identity proofs 
The attacker misuses the photocopies of identity proofs of the victim. These can be PAN 
Card, Aadhaar Card or any other identity proof of the victim. The attacker can use these 
photocopies to steal money or cause harm to the victim. 

 

 

Credit/Debit Card Skimming 
Credit/Debit card skimming is done using a small device called skimmer. The magnetic 
stripe of the card stores details such as name, credit/debit card number and expiration 
date. First, the credit/ debit card is swiped through a skimmer. Then, the skimmer 
captures all these details. Thieves use this stolen data to make online transactions. They 
also use this data to create duplicate credit/debit cards and withdraw money from ATM. 20

 



IDENTITY THEFT 
Story 1: Hacking or gaining access to Social Media Accounts 

21 



IDENTITY THEFT 
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TIPS 
• Do not close the browser 

window without logging out 
of the account. 

• Use 2-step verification such as 
one-time password (OTP) 
while using someone else’s 

computer. 
• Do not save your username 

and password in the web 
browser. 

• Register your mobile number 
with social networking sites to 
get alerts in the event of un- 
authorized access. 

• Permanently delete all 
documents downloaded on 
computers in cybercafé. 



IDENTITY THEFT 
Story 2: Misuse of photocopies of identity proofs 
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IDENTITY THEFT 
Story 2: Misuse of photocopies of identity proofs 
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IDENTITY THEFT 
Story 3: Credit/Debit Card Skimming 
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IDENTITY THEFT 
Story 3: Credit/Debit Card Skimming 

 

 

 

  

 
TIPS 

• Always ensure that credit/debit card 
swipes at shopping malls, petrol 
pumps, etc. are done in your presence. 
Do not allow the salesperson to take 
your card away to swipe for the 
transaction. 

• Look out for credit/debit card skimmers 
anywhere you swipe your card, 
especially at petrol pumps, ATMs etc. 

• If you notice a credit/debit card reader 
that protrudes outside the face of the 
rest of the machine, it may be a 
skimmer. 

• Never share your PIN with anybody, 
however close they might be. 

26 



 

  
 
 
 
 
 
 
 
 
 
 
 

PSYCHOLOGICAL 
TRICKS 



 

PSYCHOLOGICAL TRICKS 
Phishing, Vishing, Smishing 

 

 

Lottery Fraud 

The fraudster congratulates the victim for winning a handsome lottery via e-mail/call/SMS. The victim 
is delighted and is eager to get the lottery money. The fraudster asks the victim to transfer a token 
amount and share vital personal information to get the lottery money. The victim loses his/her 
money and does not get anything in return. 

 
Credit/Debit Card Fraud 

The attacker tries to scare the victim by informing them that their credit/debit card has been blocked. 
The victim becomes worried and starts panicking. The attacker takes advantage of this situation and 
asks victim to provide sensitive personal information to re-activate the card. This information is then 
misused to steal money or cause harm to the victim. 

 
Job Related Fraud 

The attacker sends a fake e-mail to the victim offering a job with an attractive salary. The victim, 
unfortunately, believes it and follows the instructions. The attacker then steals the money or harms 
the victim physically 



PSYCHOLOGICAL TRICKS 
Story 1: Lottery Fraud 

 
 



PSYCHOLOGICAL TRICKS 
 

 



PSYCHOLOGICAL TRICKS 
Story 2: Credit/Debit Card Fraud 



PSYCHOLOGICAL TRICKS 
Story 2: Credit/Debit Card Fraud 



 

  
 
 
 
 
 
 
 
 
 
 

SOCIAL MEDIA 
FRAUDS 



 

SOCIAL MEDIA FRAUDS 
Cyber Stalking 
Cyber stalking is a crime in which the attacker harasses a victim using electronic 
communication, such as e-mail, instant messaging (IM), messages posted on a 
website or a discussion group. A cyber stalker relies upon the fact that his/her true 
identity is not known in the digital world. A cyber stalker targets the victim with 
threatening/abusive messages and follows them/their activities in the real world. 

 

Cyber Bullying 
Cyber bullying is bullying that takes place over digital devices. Cyber bullying can 
occur through SMS, social media, forums or gaming apps where people can view, 
participate or share content. Cyber bullying includes sending, posting or sharing 
negative, harmful, false content about someone else. The intention is to cause 
embarrassment or humiliation. At times, it can also cross the line into unlawful 
criminal behavior. 



SOCIAL MEDIA FRAUDS 
Story 1: Cyber Stalking 



SOCIAL MEDIA FRAUDS 
Story 3: Cyber Stalking 

 

 

 

  

 
TIPS 

• Restrict access to your profile. 
Social media sites offer privacy 
settings for you to manage who 
can view your posts, photos, 
send you friend request etc. 

• Ensure your personal 
information, photos and videos 
are accessible only to your 
trusted ones. 

• Be careful while uploading your 
photos on social media which 
show your location or places 
you frequently visit as cyber 
stalkers may keep tabs on your 
daily life. 



SOCIAL MEDIA FRAUDS 
Story 2: Cyber Bullying 



SOCIAL MEDIA FRAUDS 
Story 2: Cyber Bullying 
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MOBILE APPLICATION FRAUDS 
 
 
 
 
 

 

Cyber-attacks using Infected Mobile Applications 
People become habitual users of certain mobile applications. As a result, 
they ignore security warnings. Fraudsters use this to attack the victim by 
infiltrating through such popular mobile applications. They infect  the 
applications with malicious software, called Trojan. This Trojan  can get 
access to your messages, OTP, camera, contacts, e-mails, photos etc. for 
malicious activities. 
It can also show obscene advertisements, sign users up for paid 
subscriptions or steal personal sensitive information from the mobile etc. 



 

MOBILE APPLICATION FRAUDS 



 

MOBILE APPLICATION FRAUDS 



 

  

ONLINE 
BANKING 
FRAUDS 



 

ONLINE BANKING FRAUDS 
 

Digital Payments Applications related attacks 

Digital payments have become very common in today’s life. 
However, they do pose a threat if the account is hacked. 

 
Hacking of Bank Account due to Weak Password 

In this type of attack, the attacker hacks into the victim’s account by 
using a program to guess commonly used passwords. Once the 
account is hacked, the attacker can steal money or perform an 
illegal transaction in order to defame or frame the victim. 

 
Hacking of Multiple Accounts due to same password 

If same password is used for multiple accounts, then hacking of one 
account may also lead to hacking of other accounts. 



 

ONLINE BANKING FRAUDS 
Story 1: Digital Payments Applications Related Attacks 



 

ONLINE BANKING FRAUDS 
 
 
 
 



 

ONLINE BANKING FRAUDS 
Story 2: Hacking of Bank Account due to Weak Password 



 

ONLINE BANKING FRAUDS 

 
 



 

ONLINE BANKING FRAUDS 
 
 
 
 
 
 
 
 
 
 



 

ONLINE BANKING FRAUDS 
Story 3: Hacking of Multiple Accounts due to same password 
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VIRUS ATTACK ON PERSONAL COMPUTER 

Virus Attack through external devices 
A virus can enter the computer through external devices like pen drive or hard disk 
etc. This virus can spread across all the computer files. 

 

Virus Attack by downloading files from un-trusted websites 
The virus can enter the computer by download of files from un-trusted websites. 
The virus can be hidden in the form of music files, video files or any attractive 
advertisement. This virus can spread across all the computer files. 

 

Virus Attack by installation of malicious software 
The virus can enter into the computer by installing software from un-trusted 
sources. The virus can be an additional software hidden inside unknown game files 
or any unknown software. This virus can spread across all the computer files. 

 

A Virus/Malicious application can cause various harms such as slowing down the 
computer, lead to data corruption/deletion or data loss 



 

VIRUS ATTACK ON PERSONAL COMPUTER 
Story 1: Virus Attack by downloading files from un-trusted 
websites 



 

VIRUS ATTACK ON PERSONAL COMPUTER 
Story 2: Virus Attack by downloading files from un-trusted 
websites 

 
 



 

VIRUS ATTACK ON PERSONAL COMPUTER 
Story 2: Virus Attack by installation of malicious software 

 



 

VIRUS ATTACK ON PERSONAL COMPUTER 
Story 2: Virus Attack by installation of malicious software 

 
 
 
 
 
 
 

 



 
 
 
 

WHAT IS YOUR ROLE ? 

• End-users are the last line of Défense. 

As an end-user, you; 

• 1.Create and maintain password and passphrase 

• 2.Manage your account and password 

• 3.Secure your computer 

• 4.Protect the data you are handling 

• 5.Assess risky behaviour online 

• 6.Equip yourself with the knowledge of security guidelines, policies, 
and procedures 



 

  
 
 

 

GENERAL TIPS 
TO KEEP YOU 
SAFE 



GENERAL TIPS TO KEEP YOU 
SAFE 

 

 

1. Always keep your systems/devices (desktop, laptop, mobile) updated with latest patches. 
2. Protect systems/devices through security software such as anti-virus with the latest version. 

3. Always download software or applications from known trusted sources only. Never use pirated 
software on your systems/devices. 

4. Ensure all devices/accounts are protected by a strong PIN or passcode. Never share your PIN or 
password with anyone. 

5. Do not share your net-banking password, One Time Password (OTP), ATM or phone banking PIN, 
CVV number etc. with any person even if he/she claims to be an employee or a representative of 
the bank and report such instances to your bank. 

6. Always change the default admin password on your Wi-Fi router to a strong password known only 
to you. In addition, always configure your wireless network to use the latest encryption (contact 
your network service provider, in case of any doubt). 

7. Be cautions while browsing through a public Wi-Fi and avoid logging in to personal & professional 
accounts such as e-mail or banking on these networks. 



GENERAL TIPS TO KEEP YOU 
SAFE 

 
 

8. Always use virtual keyboard to access net-banking facility from public computers; and logout from 
banking portal/website after completion of online transaction. Also ensure to delete browsing history 
from web browser (Internet Explorer, Chrome, Firefox etc.) after completion of online  banking 
activity. 
9. Do scan all e-mail attachments for viruses before opening them. Avoid downloading e-mail 
attachments received in e-mails from unknown or un-trusted sources. 
10. Be careful while sharing identity proof documents especially if you cannot verify the authenticity 
of the company/person with whom you are sharing information. 
11. Note the IMEI code of your cell phone and keep it in a safe place. The operator can blacklist/ 
block/trace a phone using the IMEI code, in case the cell phone is stolen. 
12. Observe your surroundings for skimmers or people observing your PIN before using an ATM. 
13. Discuss safe internet practices and netiquettes with your friends and family regularly! Motivate 
them to learn more about cybercrimes and safe cyber practices. 

14. Do not save your card or bank account details in your e-wallet as it increases the risk of theft or 
fraudulent transactions in case of a security breach. 
15. If you think you are compromised, inform authorities immediately. 



 

be 
Cyber Smart 
be 
Cyber Safe 


